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The Industrial Control Systems (ICS) are structure and 
designed to automate and control defined processes and / or 
technical facilities, including components as Supervisory 
Control and Data Acquisition (SCADA) systems, Energy 
Management Systems (EMS), Distribution Control 
Systems (DCS), or Process Control Systems (PCS). On the 
other hand, we could consider that the energy and transport 
systems are an integral part from the overall security 
system. In this line the vulnerability of the critical 
infrastructure could be accepted as an element with high 
level of significance. (Lazarov, 2019a, 2019b). 

For the utility companies the sustainability of the 
corporate IT infrastructure is critical related to the SCADA 
system and the energy automation platform in general. The 
cyber security penetration in these systems could cause loss 
of service to the customers for many hours. That kind of 
intrusions might be a reason for interruption in the regular 
work of the relevant IT-systems causing replacement, 
rebooting or restoring. These processes are more and more 
related to virtualization and cloud-based architecture. The 
SCADA for example is in charge for physical processes 
management which is directly leading to consequences in 
real infrastructure operation and maintenance. Most of the 
rapid response reactions in such situations are crucial. 

The SCADA systems are used to control and monitor 
processes not only related to transmitting electricity, but 
also to transport of oil and gas infrastructure, public 
electrical transport, environmental facilities such as heat 
and water supply, water and waste water treatment plants 
and many more. 
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The communication infrastructure is connecting the 
hypervisor system to the Remote Terminal Units. The 
Human-Machine Interface plays a significant role in this 
approach providing relevant information to a human 
operator. The Remote Terminal Units (RTUs) are 
connecting to the sensors at the system, transferring signals 
to digital data and sending digital data to the supervisory 
system. Based on this the human operator is able to 
supervise and controls the process. The system is providing 
overview, acquiring data on the process and forwarding 
commands to the running programs. As part of this 
complex functionality the Programmable Logic Controller 
(PLCs) are most frequently installed because of their 
economical, agile, and configurable characteristic.  

Due to the need for installed systems to enhance 
situational awareness for industrial control systems 
especially in the energy and transport sectors there is a 
further need for improved cyber security on integrated 
approach. As a follow-up of this process it becomes 
possible to improve the quality of operating the power 
system facilities. On this basis the operators could recover 
system failures and malfunctions faster and more reliable. 
The operators are able to react to emergencies and recovery 
process in shortest time-frame, in order to keep high level 
of capacity of the power system. 

The created over the ICS environment solutions develop 
the capabilities which allow them to execute difficult 
algorithms that could prevent operational damage or 
malfunction. 

Due to the economic influence, and direct effect on 
civilian lives and infrastructure, the oil and gas industry has 
a high risk for ICS-targeted interaction. The reason for that 
could be a cyber attack or other security risks. 

For that purpose it is a priority to assess the industrial 
controls systems interface especially due to the economic 
impact in strategic sectors like energy (oil and gas, power 
generation, energy transmitting and distribution, and many 
more) and transport. 

The cyber security approach, especially regarding energy 
and transport, could play a crucial role for the economic 
sustainability not only of the critical infrastructure, but also 
to the related segments. In the last 10 years this landscape 
has rapidly changed, presenting a future in which the 
unpredictability could become a daily reality. The 
automated processes supervised via industrial control 
systems can easily be transformed from strength into a 
weakness. Clearly, these are times that call for smarter 
control systems. However it is the job of the experts to 
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reorganize it and to continue its further improvement and 
strengthening its capacity. 

The industrial control systems are not the ultimate 
solution for the energy and transport sectors from the 
economic point of view. It takes a lot of efforts to evaluate 
the best algorithm of functionality in order to achieve 
maximum productivity on one side and secured 
sustainability on the other. The cooperative approach 
between the different stakeholders is critical for the next 
generation of operational productivity in the context of 
industry 4.0. The experienced professionals from the 
energy and transport sectors in their conservative 
understanding of the core business environment need to 
reconsider the potential of the new solutions and 
technologies provided by the modern ICS. 

For the energy and transport companies the main task is 
not any longer just to get the job done. It takes much more 
focus on the responsible and responsive control. Relying on 
the long-term implementation and operation of the ICS-
solutions and the related to them tools and technologies, the 
puzzle becomes more and more clear. The energy and 
transport companies will be able to overview and control 
what’s going on in the system more completely and more 
frequently than it was possible in the past. This approach 

enables additional levels of control and increased 
productivity of the available assets. 

As a basis and in the shorter term, a sophisticated 
integration of an ICS offers operational advantages like 
reduced losses, distant management, improved processes, 
workforce efficiency and many more. In addition to all this 
the industrial control system contributes to the improved 
asset management, including system planning and better 
capital asset utilization. The ICS is increasing the 
utilization and operational capacity of existing technical 
legacy. It incorporates higher level of integration, reduces 
carbon emissions by increasing the systems profile. The 
industrial control systems add functionality to the energy 
intensity and improved power quality in order to cover the 
new digital demands. During this process the highest levels 
of security requirements are becoming a strategic goal - 
even more, the ability of an energy or transport company to 
build a smarter functionality is looked upon far more 
favorably by the financial organizations.   

In combination with the existing legacy solutions the 
ICS could additionally strengthen the operative 
functionality of the energy and transport companies, 
increasing their operational flexibility and significantly 
reducing the risk of a failure that might affect the entire 
legal entity. 

Fig.1, SCADA solution 
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Fig.2, SCADA solution 

The pictures are showing the visualization of different 
SCADA solutions, managing processes and providing real-
time monitoring.  

The successful implementation of an integrated 
automation process is a common result of two directions – 
control engineering and the control system: 

The control engineering is based on the foundations of 
feedback theory and linear system analysis, and it generates 
the concepts of network theory and communication theory. 
Accordingly, control engineering is not limited to any 
engineering discipline but is applicable to aeronautical, 
chemical, mechanical, environmental, civil, and electrical 
engineering.  

The control system is an interconnection of components 
forming a system configuration that will provide a desired 
system response. The basis for analysis of a system is the 
foundation provided by linear system, which assumes a 
cause-effect relationship for the components of a system. 

The ICS design is including the following development 
phases: 

1. Establishment of control focus
2. Identifying the variables related to the control process
3. Defining the specifications for the variables
4. Structuring the system configuration and

identifications  
5. Elaborating the model of the process including the

sensors 
6. Defining the controller and the main parameters to be

controlled 
7. Optimization of the system parameters and analysis

The main elements of the system include the DC 
amplifier, the motors, the control device, the actuator and 
the sensors. 

The role of air traffic control systems is increasing as 
airplane traffic increases at busy airports. Engineers are 
developing air traffic control systems and collision 
avoidance systems using the Global Positioning System 
(GPS) navigation satellites. GPS allows each aircraft to 
know its position in the airspace landing corridor very 
precisely. Sketch a block diagram depicting how an air 
traffic controller might utilize GPS for aircraft collision 
avoidance.   

The potential of employing two or more helicopters for 
transporting payloads that are too heavy for a single 
helicopter is a well-addressed issue in the civil and military 
rotorcraft design arenas. A case of a multi lift arrangement 
wherein two helicopters jointly transport payloads has been 
named twin lift as shown in the following figure. Develop 
the block diagram describing the pilots’ action, the position 
of each helicopter, and the position of the load. 

Many cars are fitted with cruise control that, at the press 
of a button, automatically maintains a set speed. In this 
way, the driver can cruise at a speed limit or economic 
speed without continually checking the speed meter. 
Design a feedback control in block diagram for a cruise 
control system. 

The understanding of dynamic system challenges can be 
structured in the following way:  

- Defining the system and the belonging element
- Defining the mathematical approach and the requested

assumptions.  
- Write the differential equations describing the model.
- Solving the equations regarding the foreseen variables.
- Testing the possibilities and the assumptions.
- Evaluation and / or redesign the system if requested.
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Regarding the design of controllers utilizing state 
feedback there are two critical topics to be evaluated: 
Control and oversight of the procedure for determining an 
optimal control system. The relevant formula can be used 
to define the state variable feedback gain matrix to place 
the system poles at the desired locations. The system pole 
locations can be agile placed if and only if the system is 
running. When the full state is not available for feedback, 
we utilize an observer. The state variable compensator is 
obtained by connecting the full-state feedback to the 
observer. The optimal control system design is defined and 
then the use of internal model design to achieve prescribed 
steady-state response to selected input commands is 
implemented: 

- The described design approach is focused on the pole-
location method and the quadratic optimal regulator 
method. The pole-location method is like the root-locus 
method - closed-loop poles are placed at desired locations. 

- The state variable feedback may be used to achieve the
desired pole locations of the closed-loop transfer function. 

- The approach is based on the feedback of all the state
variables, and therefore u= Kx. 

- When using this state variable feedback, the roots of
the characteristic equation are placed where the transient 
performance meets the desired response. 

The concept of controllability was introduced by Kalman 
in 1960 and they continue to play an important role in the 
design of control systems in state space. The conditions of 
controllability oversight the solutions to the control system 
design problem. The solutions of the case may not be 
implemented if the system is not controllable. 

Over the time, some or all the scalar time functions can 
be arbitrarily large in scalability. Another method of 
determining whether a system is controllable is to draw the 
state variable flow diagram and determine whether the 
control signal, u, has a path to each state variable. If a path 
to each state exists, the system may be controllable. 

Uncontrollable system has a subsystem that is physically 
disconnected from the input. For a partially controllable 
system, if the uncontrollable modes are stable and the 
unstable modes are controllable, the system is considered 
stable. The stable mode that corresponds to the eigenvalue 
of -1 is not controllable. The unstable mode that 
corresponds to the eigenvalue of 1 is controllable. Such a 
system can be implemented stable using a suitable 
response. In that way the system is stabilizable. 

All the roots of the characteristic equation can be placed 
where desired in the s-plane if, and only if, a system is 
controllable. 

Observability refers to the ability to estimate a state 
variable. On this basis a system may be observable if the 
output has a component due to each state variable - 
considering the single-input, single-output system. 

In this way the process of implementation of industrial 
control systems plays a significant role both for the 
development of the energy and transport sectors, 
transforming them in order to respond to the challenges of 
the new century. From strategical point of view, it is 
important to follow the structured approach during the 

implementation of the appropriate solution. Most of the 
vendors and solution providers present different technical 
process automation strategies depending on the legacy of 
the existing basis. This is also a pragmatic way to protect 
better the national critical infrastructure. 

Fig.3, Siemens PLC 

Fig.4, Process control system 

Fig.5, Automation example 

Fig.6, Automation example 
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Fig.7, Distributed control system of Yokogawa 

Fig.8, Transport industrial control system 

Fig.9, Example of integration of the Internet of things 
and Industry control systems 
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