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The smart grid security features are critical to maintain 
the stable and reliable operation of the power system 
during emergencies due to the failure of any critical 
component of the power system. Securing an intelligent 
network involves a lesser likelihood of a power failure or 
equipment failure. On the other hand, the energy and 
transport systems are an important and integral part of the 
overall security system. In this context the defense of the 
critical infrastructure becomes priority and significant 
element of the national policy (Lazarov, 2019a, 2019b). 

In the absence of adequate security measures, significant 
shutdowns may occur, which can even lead to a worsening 
crash. Therefore, in order to protect this critical 
infrastructure of the energy system and to ensure reliable 
and uninterrupted power supply to end users, smart grid 
security issues must be addressed with the highest priority. 

In the smart grid area, the electrical power infrastructure 
is being modernized by implementing electricity 
requirements and advanced functionality for its customers. 
When building the smart grid, the cyber system is 
integrated into the physical power system. Although the 
deployment of smart grids makes the network more energy 
efficient and modernized, there are crucial segments with 
potential cyber attacks that appear. They are critical to the 
infrastructure security and customer satisfaction. Due to 
cyber attack, the power grid can face operational crashes 
and loss of synchronization. This operational deficit can 
damage critical components of the power system that can 
interrupt the power supply and cause the system to become 
unstable. 
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Cyber attacks over intelligent energy systems - in recent 
years, the energy system has faced several cyber-related 
attacks that have raised the issue regarding security 
vulnerabilities and their large-scale impact on critical 
power infrastructure. In the smart grid, the physical power 
system and the cyber system of information and 
communication technology are highly interconnected, 
leading to new security concerns. Intelligent network 
security problems need to be addressed with the new 
challenges of reliable, safe, efficient and stable network 
operation. It is important to note that current security 
approaches are in their main part incompatible, 
inapplicable or not viable, insufficiently scalable or simply 
inadequate. This implies the need to replace them with 
newly or sophisticated techniques to ensure the security of 
the extremely comprehensive and complex dynamic 
environment of an intelligent network. This is part of the 
agile solution approach.  

The smart grid cyber security requirements are different 
from other critical infrastructures. In recent years, the 
vulnerabilities of the smart grid have increased many times 
due to the widespread adoption of the communication 
network at different levels of work when designing the 
development of the transmission network. Protecting the 
smart grid is as important as protecting the physical 
network from three broad classes of cyber attacks: 

• Protection against component cyber attack
• Protection against cyber attacks that is consistent with

the topology 
• The security issue for the future smart grid
To protect the smart grid at the device or component

level, a security agent framework has been created, offered 
in security formats. It must be installed both in field 
devices and at the substation level. This process plays a 
significant role also from the economic point of view. 
Some of the key functions of security agents described in 
smart device security at the integration or component level 
is to create a framework based on the security agent 
proposed in security formats to be deployed in both field 
devices and in substation level.  

The smart grid is also vulnerable to topological cyber 
attacks. For example, based on the knowledge of the power 
system topologies, an attacker can break through the basic 
power detection algorithms in public systems. Another 
topology-based cyber attack is where an attack against an 
electrical switch would isolate the generating blocks from 
the electrical grid. This proves that a cyber attack against 
architecture with appropriate topological knowledge can 
lead to an attack for complexity and availability. Therefore, 
a security-based information flow model is proposed to 
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mitigate these security issues. In an optimal vision for 
deploying links against accidental attacks on the cyber-
physical network, it is shown that the strategy also provides 
better security than any other possible approach, including 
strategies using random distribution, one-way connections, 

when the cyber topology and the physical network are 
unknown to one another. 

Fig.1, Information Security IndustryScape 

Significant initiatives are being undertaken around the 
world to make the grid operation smarter. These measures 
are not only intended to help modernize the grid itself, but 
also to improve overall efficiency, sustainability and 
satisfactory reliability. But security concerns must be 
maintained to ensure uninterrupted power supply to end 
users and to protect the public electricity grid from terrorist 
attacks. It is important to mention that in a properly 
developed cyber defense framework, all aspects of the 
cybercrime in complex cyber defence should be addressed 
to the physical infrastructure of the electricity grid.  

This means that not only targeted cyber attacks should 
be considered, but also unwanted ICT-related anomalies, 
such as human operator errors, software errors, equipment 
failures and obvious natural disaster issues, should also be 
addressed. In the process of improvement of the electricity 
transmission network, more automated control of the 
network is introduced. The risk of intended cyber attack 
may increase as the network becomes more automated. 
Special control centers are the main target of cyber 
terrorists. Energy utility companies are implementing state-
of-the-art security protocols as a means of counteraction. 

In recent years, the number of cyber attacks has 
increased dramatically. Intelligent cyber terrorists with 
details and sophisticated knowledge of the energy system 
may be able to create or provoke a confidential attack on 
the network. Protecting the energy transmition and 
distribution network from cyber attack is not only a 
problem for utility engineers, researchers, and operators. It 
is also the responsibility of the public sector to ensure the 
security of this strategically critical infrastructure.  

Key requirements for smart grid security include 
accessibility, integrity and confidentiality. Based on 
existing research, a review of smart grid anomalies is 
thoroughly discussed. The intelligent network security 
framework against component, protocol, and topological 
cyber attacks is evolving. Cyber security is highly 
important for the reliable and secure operation of critical 
intelligent network infrastructure. At present, mainly bad 
data detection (BDD) algorithms are used for data security 
in status assessment. However, a hacker can attack the 
cyber-physical network through any access point of the 
cyber-system and thus directly affect the physical assets. 
For increased reliability of the smart grid and security, 
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intrusion detection algorithms must be installed throughout 
the system. 

It is important to analyze the US Department of Energy 
focus on the areas of interest through the security projects: 

Topic Area 1: “Detect Adversarial Manipulation of 
Energy Delivery Systems Components” – The focus is the 
ability to detect and respond to cyberattacks designed to 
avoid detection by exploiting routine operations normally 
performed by energy delivery systems. 

Topic Area 2: “Secure Integration of Renewable Energy 
and Energy Efficiency Resources” – The focus is on 
making the integration of renewables onto the power grid 
at the generation, transmission and/or distribution levels 
more secure from cyber attacks. This may include the 
nexus of building control systems or plug-in hybrid 
vehicles with the power grid. 

Topic Area 3: “Continual and Autonomous Reduction of 
Cyber Attack Surface for Energy Delivery Control 
Systems” – The focus is on reducing exposures of energy 

delivery systems to cyber attacks, thereby making the 
systems more secure. 

Topic Area 4: “Supply Chain Cybersecurity for Energy 
Delivery Systems” – The focus is on detecting hostile 
hardware, firmware (combination of hardware and 
software), and/or software introduced at some point during 
the manufacture of energy delivery systems. 

Topic Area 5: “Innovative Technologies That Enhance 
Cybersecurity in the Energy Sector” – The focus will be on 
identifying gaps in the Roadmap to Achieve Energy 
Delivery Systems Cybersecurity and proposing innovative 
technical solutions to the identified risk.  

This overview is a good example that the potential cyber 
security risk in the energy and transport sectors is further 
considered as priority due to economic impact and the 
negative consequences. Therefore the public and the 
private sectors worldwide are encouraged to further work 
intensive on strengthening the capacity of cyber security in 
the sectors energy and transport.  

Fig.2, Architecture model of cyber security 
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Fig.3, Cyber security framework in the energy sector based on IoT 

Fig.4, Investigating cyber security event 

Fig.5, Investigating cyber security event 
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Fig.6, Security model and policy 
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